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On The Front Lines

to fear of losing their job in situations in which supervisory or 
leadership personnel pressures staff into committing fraudulent 
activities as they act out corporate greed. While this ties back 
to Maslow’s need for safety and (job) security, the effectiveness 
of compliance training (and drilling) should prevent employees 
from being victimized. Understanding their “duty to report” is 
essential to combating internal and external threats. 

 CSI: Health Care 
 In mounting its counterattack on health care fraud and abuse, 
the federal government is marshalling its resources from 
across all of its criminal fi ghting divisions. One tool that it 
is using with great success is data mining. By analyzing vast 
amounts of claim data, federal tasks forces in Miami and Los 
Angeles have been able to tackle schemes and organized greed 
in DME and infusion therapy fraudulent billing activities.  

 Health care providers also are using advanced data mining 
to fi nd internal areas of weakness and potential for abuse. 
While many systems may send an alert if an unauthorized 
individual is attempting to gain access to a medical record, 
other organizations are going further.  

 In some instances, health care systems track the usage of those 
individuals who have legitimate business reasons for accessing 
patients’ accounts and medical records. They have added differ-
ent algorithms and tracking protocols to compare volumes and 
patterns of usage an individual may have. For example, an Admit-
ting Registrar ordinarily might have reason to access 100 patient 
records a day to perform his or her assigned tasks; however, the 
safeguards detect when “150” or “500” records are accessed in 
timeframes outside of the norm. Department heads then receive 
these reports, and must satisfactorily explain these variances in 
very short time frames. These types of protocols can provide a 
line of defense to prevent undisciplined and opportunistic greed 
from occurring or progressing to more serious situations. 

 Raising the Red Flag 
 The health care industry was included in the Federal Trade 
Commission’s (FTCs) “Red Flag” rules designed to combat 
identit y theft. While the t ypes of advanced data mining 
protocols described above can help health care organizations 
prevent and detect internal and external infl uences, the red 
fl ag approach helps organizations guard against patient perpe-
trated fraud. The rules also can help organizations shore up 
their data defenses from weaknesses caused from within.   

 Although some health care organizations have wrestled 
with designing and implementing such a policy and pro-
cedure, it would seem important to consider several of the 
following approaches to assure that the patient being treated 
is who he or she claims to be. 
   (1)   Requesting a Driver’s License  – A seemingly benign 

request for a driver’s license is often met with resistance. 
The Joint Commission (Joint Commission on the Ac-

creditation of Healthcare Organizations) requires that two 
forms of identifi cation (ID) be provided (one of which is a 
picture ID) to promote patient safet y. The driver’s license 
(or a state issued nondriver’s license), passport, or other 
form of government or picture identifi cation provides 
vital demographic data necessary to retrieve the patient’s 
medical record on subsequent visits or admissions, as well 
as to permit proper billing to insurance companies. 

   (2)   Obtaining the Social Security Number (SSN)  – 
Obtaining the SSN perhaps may be more diffi cult and of 
concern given the level of identit y theft that occurs. Many 
hospital information systems, however, use the SSN as 
a record key to more easily retrieve a patient’s medical 
record when returning for subsequent care.  All too often, 
failure to obtain the SSN results in that specifi c data fi eld 
being fi lled with the ubiquitous “000-00-0000” or “999-
99-9999,” depending on the choice of default value. As 
a result, patients with the same name, as well as those 
with similar names sounding the same, hospitals have a 
universal problem with the same patient registered more 
than once with duplicate medical record numbers. 

   (3)   Duplicate Medical Records  – Duplicate medical records 
by their very nature should prompt a “red fl ag” warning. 
They prevent clinicians from obtaining a complete medi-
cal history and provide a pathway for the undisciplined, 
opportunistic, or schemer to fi nd a reservoir of personal 
and fi nancial information for purposes of medical identity 
theft that may go undetected and unreported. 

   (4)   Credit Scoring and Data  – Credit scoring and data is 
controversial, but is being used by some facilities nonetheless. 
Similar to the authority (the FTC) that indicates that health 
care providers are covered by red fl ag rules, the Fair Credit 
Reporting Act (FCRA) and the Equal Credit Opportunity Act 
(ECOA) indicates that because health care providers extend 
credit, they have “permissible purpose” to use credit data and 
reporting. It can be a helpful indicator to access, in addition to 
patient provided information, other factors that may support 
an application for fi nancial assistance, charity care or Medicaid. 
This type of data also can provide fraud alerts such as: the 
person is deceased, the SSN was never issued, or the SSN 
was issued to someone who is deceased, etc. Credit fi les also 
contain aliases, previous addresses, and access to other data 
sources that can help establish and confi rm identity.   

 Health care organizations are reticent about using credit scoring 
and data, and often cite the Health Insurance Portability and 
Accountability Act (HIPAA) concerns for not using some or all of 
this data. This seemingly selective invocation of HIPAA suggests 
that if a facility cannot safeguard patients’ fi nancial information 
(e.g., credit fi le data), then how capable is it in safeguarding 
patients’ medical data, and other protected health information. 
Failure to protect either leaves health care providers vulnerable to 
the various forms of greed described throughout this article.   
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 “To err is human, to forgive divine” 26  

  There’ll be no forgiveness in health care fraud — the federal govern-
ment is turning up the HEAT. In a May 20, 2009 press release, 
the new administration’s Attorney General and HHS Secretary an-
nounced the formation of a new interagency effort, the “Health Care 
Fraud Prevention and Enforcement Action Team (HEAT).” HEAT 
will expand the Medicaid Fraud Strike Forces now in operation in 
South Florida and Los Angeles to Detroit and Houston. 27 

  While the schemes and organized greed will be in the HEAT 
crosshairs, health care provider organizations will need to do more 
to protect themselves from corporate greed. Gregory J. Naclerio, 
Esq., health law partner at Ruskin Moscou Faltischek, PC (Union-
dale, New York) and Co-Chair of the fi rm’s White Collar Crime 
and Investigations Group, used the “misguided altruism” case of 
the seven New York State Hospitals noted above to remind hospital 
executives and boards of trustees, “that even if their best intentions 
were to serve the needs of the community and hospital their due 
diligence needs to peel back the multiple layers of contracts to detect 
possible violations.” Naclerio, himself a former Director of the Long 
Island Regional Offi ce of the Deputy Attorney General for Medicaid 
Fraud Control, indicated that greed often starts out small, and 
then grows. He cited that boards of trustees had to become more 
engaged in the process of safeguarding their institutions to better 
fulfi ll their fi duciary responsibility.  

 In describing the increased responsibility trustees of health care 
organizations have, Jeffrey Blumengold, FHFMA, CPA, partner and 
practice leader, Healthcare Services Group, WithumSmith+Brown, 
PC, indicated that, “New Jersey hospital Trustees are now required 
to complete a formal Trustee Training program, which must be 
approved by the Health Commissioner and is believed in the 
view of the state to be necessary for Trustees to ‘keep pace with 
best practices for governance, monitoring of quality and effi ciency 
and fi nancial oversight;’ and which should help those governing 
hospitals in that state to become more aware of their responsibilities 
and also the complex conditions which can lead to fraud, waste and 
abuse.” Blumengold, whose fi rm provides health care organizations 
with a full-range of audit, tax, and consulting services in the New 
Jersey, New York, and Pennsylvania region, notes that regulations 
often aren’t simply black and white and that federal and state 
regulations, at times, are at odds with one another. He suggests 
that this “grey matter factor” can be a contributing element to the 
conditions typically present for fraud or abuse to occur. Moreover, 
while Professional Accounting Standards require that audit teams 
“brainstorm,” looking for ways fraud may be committed during the 
audit planning process that is conducted prior to a health care audit, 
he cautions that in the end, “Pressure/Incentive,” “Opportunity,” 
and “Rationalization” are essential ingredients in completing the 
fraud triangle. Thus, having both management and its trustees ever 
vigilant, on the lookout for questionable behavior or actions, is es-
sential in serving to deter, detect, and ultimately prevent fraud.   

 While Congress is likely to continue its pressure on hospital 
providers through a more focused look at executive compensation, 
intended more to ensure that these facilities meet their community 
benefi t obligations, the corporate greed that continues to be found 

in the for profi t sector may require forensic accountants to consider 
how the timing of fi nancial statements may mask more alarming 
greed.  In a paper, “Is There a Relationship Between Management 
Compensation and Revenue Management,” the authors suggest 
studies have been inconclusive in drawing a connection between 
management compensation and misstatements of revenue. They 
conclude that instead of measuring compensation variables during 
or at the end of a misstatement period, they examine the time period 
immediately prior to the beginning of the misstatement period. 
“This technique ensures that our measures refl ect whether compen-
sation may have led to misstatement, rather than capturing how the 
misstatement itself may have affected the compensation.” 28 

  In a case of life imitating art, “Earnings Management: The 
Game,” describes a game that was developed to identify corporate 
dishonesty. It’s used as part of a Master of Accountancy program, 
and is based on this precept: “Forensic accountants must identify 
environmental variables that encourage or inhibit management 
dishonesty.  This paper describes a game used to help students 
understand that information asymmetry exists between managers 
and the public, and that public information may be misstated to 
increase management wealth.” 29 

The game creates a series of outcomes associated with dealing 
cards and rolling dice to determine if the students (read managers) 
need to reveal earlier predictions about the cards and dice truthfully. 
Perhaps the introduction of these types of games into the hiring 
process, at board presentations or conference calls with stock analysts 
would have a sobering impact: to tell the truth. 

 What Were They Thinking? 

 Five Headlines for Five Levels of Greed 
 “Another Day, Another Celebrity’s Hospital Record Breached” 30   
(Undisciplined Greed); “Reports: Hacker Demands $10 Million for 
Records” 31  (Opportunistic Greed); “FL Health System Settles Medi-
care Fraud Charges” 32  (Corporate Greed); “Three People Indicated 
for Defrauding Medicare Through Billing Scheme...” 33  (Scheme 
Greed); “Does Healthcare Fraud Tie into Organized Crime, Illegal 
Immigration and...Corporations?” 34  (Organized Greed). 

 There were certainly more headlines from which to choose, 
and there may well be more than the fi ve levels of greed as 
defi ned in this article. But the question that should keep gnaw-
ing at us — is why? 

 Perhaps opportunistic greed could be explained in part by 
a conclusion of the Association of Certifi ed Fraud Examiners 
(ACFE), when ACFE President, James Ratley, noted: “The 
message to Corporate America is simple — desperate people do 
desperate things.  Loyal employees have bills to pay and families 
to feed. In a good economy, they would never think of com-
mitting fraud against their employers.” 35  This is reminiscent of 
Maslow’s need for safet y and securit y gone awfully wrong.  

 The comments by Byron Hollis, Esq., CFE, AFHI, however, 
seem to draw a different conclusion, “Health care fraud has been 
with us for as long as we have had health-care insurance programs. 
Fraud is driven by a basic human weakness. We are all tempted by 
greed and we all are intrigued by the idea of getting something for 
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nothing. Unfortunately, some people succumb to the temptation at 
the expense of others.” 36  This thinking would support the notion 
that greed can occur in any of the fi ve levels. 

 Another popular belief is that scheme and organized greed are 
advanced by career criminals and organized crime groups. “In 
the North Carolina Medicare case, three subjects residing in 
North Carolina traveled to Florida where relatives taught them 
how to anonymously fi le false Medicare claims. They returned to 
North Carolina and began fi ling such claims. Unless people in 
your state don’t have any connections to people in other states, 
chances are, somebody is using a sophistical scam that they learned 
elsewhere.” 37  Prosecutors will concur with this premise calling 
health care fraud: “regional and viral.” 

 Bad Actors, Bad Plays  
 "The plays the thing wherein I'll catch the conscinece of the King." 38 

 Prosecutors talk about “bad actors” as the culprits in health care 
fraud. They also cite the inherent weaknesses in the Medicare 
and Medicaid systems (“the plays”) that leave them vulnerable 
to attack. That leaves “conscience” as the remaining variable 
that can infl uence the outcome of events.   

 Lest we forget, the False Claims Act has its origins dating back to 
the Civil War. Perhaps it is inherent human characteristics that shape 
and defi ne bad behavior that is not only found in health care, but in 
other industries, too. Recognizing that behavioral traits, economic 
concerns and opportunities may be “triggers” of the hierarchy of 
greed, then remedies and preventive actions can be tailored to limit 
the rash of fraud, abuse and waste that exists today.  

 If it were only that simple that we could treat celebrity data breach 
or identity theft with a dose of penicillin, we might be issuing a 
prophylactic dose to those in high risk areas. The examples of those 
losing their jobs, or facing stiff monetary penalties or incarceration 
may fi nally begin having a deterrent effect to limit recurrence.  More 
involved and educated boards using stronger data-mining, and other 
protective layers and more effective training may further insulate 
organizations from corporate greed. New legislation pending in 
Florida, which will soon require DME and other type entities 
to post bonds (proposed to be about $500,000) before obtaining 
their provider numbers is expected to cut down on the fl y-by-night 
billing frauds that are found in scheme and organized greed. Even 
federal audits of the Medicare and Medicaid program point out that 
government contractors need to tighten and improve their review 
and payment processes to close those areas of vulnerability.  

 We hear a lot today about auto insurers offering “accident 
forgiveness,” and that good drivers won’t have their premiums 
raised if they have an accident. Given the level of audits, rang-
ing from Recovery Audit Contractors (R ACs) to state Offi ce of 
the Medicaid Inspector General (OMIG), perhaps organizations 
that consistently pass these audits with stellar outcomes should 
be given this same dispensation either from future audits or an 
easement in the event of some accidental (not fraudulent) occur-
rence. We should consider that for good actors, there should be 
something other than the absence of a penalt y. 

 With the prospect that health care reform legislation might be 
enacted sometime in the near future, we could hope to expect stron-

ger internal and external controls. New regulations may help pave 
the way for it. There are, however, often unintended consequences 
that can emanate from legislation and regulation. Nationally, many 
jurisdictions have installed red-light cameras to promote intersection 
safety. While the number of red-light runners are reported down 
(and revenues up for violators), there has been concern with the 
number of rear-end collisions increasing in these situations. Behav-
ioral changes need to occur, and training and re-education over time 
will be needed to fully realize the expected benefi ts.  

 If the hierarchy of greed can help explain in some way what 
is inside criminal minds, then it is possible that the remedy lies 
in the precision of the laser beam (e.g., task forces, data mining, 
and education, etc.) being trained and focused on the diseased 
portions of the brain (e.g., levels of greed) to remove the various 
lesions. It would be ironic to conclude that the scalpel might be 
mightier than the sword.  
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